Capturing Button Data
In aSQLDatabase

With a SQL database it is possible to capture the JSON data generated by an AT&T LTE-M or
AWS Enterprise Button. With the help of our friends at Tek-Connect (http://tek-connect.com),
Revolution11 has created a serverless app to make the process of capturing button clicks for
these devices in a SQL database as intuitive as possible.

Our serverless application supports the following flavors of SQL: MySQL, MS SQL,Postgres
SQL, Oracle SQL, SQL Lite or Web SQL

How to Deploy and Use a Custom Serverless Application to Capture

the JSON Button Output
Setting Up the Application

1. Log into the AWS Console and choose the Lambda service. Once you are on the
dashboard, press Create Function in the upper right hand corner
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2. Onthe next screen, choose the AWS Serverless Repository, the panel located on the right
side
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3. Inthe search bar, typeinfi SQérdéi Re v o | uih theoPaukliclApplications area. Click on
the rev1l-attiotbutton-SQLi application.
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4. A Read Me section is found on the left-hand side of the page;; this provides the parameters
necessary to use the application. Fill out the parameters for your SQL Server address, sql type,
and other information on the right-hand side of the page and press the Deploy button.
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PASSWORD - The password for the USER above. 03PORT
The port to access the above server with

Made with @ by Revolution11. Available on the AWS Serverless Application Repository

04NAME

Name of the SQL database where the button JSON will be saved

OSTABLE

Name of the table where the button JSON will be saved

06COLUMN

Name of the column where the button JSON will be saved

07USER

Username of an account that has INSERT priveleges to the SQL database

08PASSWORD

The password for the USER above.

Cancel Previous | m

5. A status screen will appear while the application is being deployed. Once the process
finishes, press the Test app button in the upper right of the screen.
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= Lambda Deployment status

Deployment status for serverlessrepo-rev11-attiotbutton-SQL | createanewspr | (RN

Your application has been deployed
Review the application's README for what to do next.

Permissions Resources [2 View CloudFormation Stack

The section outlines the SAM policy templates and additional capabilities used by this

application. Resource Status
rev1lattiotsql © CREATE_COMPLETE
SAM policy templates Capabilities
rev1lattiotsqlRole @ CREATE_COMPLETE
This application does not use any This application does not require any
SAM template policies. To learn additional capabilities. To learn
more about SAM policy templates, more, see our documentation.

please see our documentation.

6. An overview screen for the app appears, click on the hyperlinked name of the application
(revllatttiotbuttonsql)
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Logical ID A Physical ID Type v Last modified v
& revitattiotsql serverlessrepo-rev11-attiotbutton-S-rev11attiotsql-13YPOLBOEMDFN Lambda Function 1/9/2019 6:42 PM

7. The next page sets up the function for buttons. Add the AWS loT trigger by clicking on it in
the list of triggers to the right.

= serverlessrepo-rev11-attiotbutton-S-r...| Trottle || qualifiers v | [ Actions v v [ rest |

Configuration Monitoring

v Designer

Go back to application serverlessrepo-rev11-attiotbutton-SQL

Add triggers
Choose a trigger from the list below

to add it to your functior
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Resources that the function's role has access to appear here
CloudWatch Events

8. The AWS loT Trigger appears in the workflow now. Scroll down to the configuration triggers
area to set up the function to work with buttons.
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Go back to application serverlessrepo-rev11-attiotbutton-SQL
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9. Itis possible to use one of the rules created for another button, but in case a rule has not
been created, we will create a new one. Choose Custom 10T rule, give the rule a name, and add
a query statement as shown in the screenshot below. Press the Save button in the upper
right-hand corner to save the changes.

= serverlessrepo-rev11-attiotbutton-S-r...| Throttie || qualifiers v || Actions v v |[rest |
IoT type
Configure a custom IoT rule, or set up an loT buttor

© Custom IoT rule
IoT Button
Rule
Pick an existing rule, or create a new one.

Create a new rule

Rule name
Enter a name to uniquely identify your loT rule,

testSQLFunction
Rule description
Provide an optional description for your rule.

testSQLFunction

Rule query statement

Create a SQL statement for this rule. For example, to set up your first dash button: SELECT * FROM "iotbutton/+".

SELECT * FROM "iotbutton/+".

Lambda will add the necessary permissions for AWS IoT to invoke your Lambda function from this trigger. Learn more about the Lambda permissions model.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).
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Since we h a v ecredtad any tests to use, the only choice in the dropdown is to Configure a test

event 8 choose this option.
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= serverlessrepo-rev11-attiotbutton-S-r...|

Throttle [ Qualifiers v Actions ¥ v ‘ Test

Configure test events
Go back to application serverlessrepo-rev11-attiotbutton-SQL

Add triggers
Choose a trigger from the list below

to add it to your function.
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test @ Enabled | pelete
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» AWS loT SQL version: 2016-03-23  Description: test  Rule: arm:aws:iot:us-west-2:426467104219:rule/test

11. Go ahead and use the supplied Hello World template. Give the test event a name and
press the Create button at the bottom right of the screen. This test will send the JSON in the
body of the test with the function.

<« C () @ https://us-west-2.console.aws.amazon.com/lambda/home?region=us-west-2#/functions/aws-serverless-repository- LITI B ¢
Hello World v
Event name

TestloTButton|

"keyl": "valuel",

"key2": "value2",

"key3": "value3"
3

VAW



12. You will now see the name of the test you created in the dropdown. Press the Test button
to the right of the dropdown to run the test.
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13. Whenthe fest has finished rrunning, ybu will see the results at the top of the page. In this
case the test was successful. Now, check your SQL Database: there should be a new record
with the JSON from the test event.
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Go back to application serverlessrepo-rev11-attiotbutton-SQL

Add triggers

Choose a trigger from the list below

14. In the event of an unsuccessful test, this same area will tell you what failed. For this
screenshot, | have changed the name of the i ¢ o | @miroldment variable to a column not in
the database. You should see that error in the details.



Lambda Functions serverlessrepo-rev1 1-attiotbutton-S-rev11attiotsql-13YPOLBOEMDFN
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® Execution result: failed (logs)
¥ Details

The area below shows the result returned by your function execution. Learn more about returning results from your function.

{

"errorMessage": "column \"entrycrack\" of relation \"entries\" does not exist",

"errorType": "error",

"stackTrace": [
"Connection.parseE (/var/task/node_modules/pg/lib/connection.js:554:11)",
"Connection.parseMessage (/var/task/node_modules/pg/lib/connection.js:379:19)",
"Socket . <anonymous> (/var/task/node_modules/pg/lib/connection.js:119:22)",
"emitOne (events.js:116:13)",
"Socket.emit (events.js:211:7)",
"addChunk (_stream_readable.js:263:12)",

Summary

Configuring the button

1. Configuring the LTE-M or AWS to use this Lambda function is the same as in past blog
posts. In the AWS Server Console, navigate to the 1-Click service and click on Create a
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ﬁwg(f i Add AWS loT 1-Click supported devices to your account
Monitor

Onboard aws Don't have devices?

Manage 1 Learn about supported devices and how to

loT Enterprise
purchase them.

AWS loT Enterprise Button

Buy devices
° e

Organize and configure your AWS loT 1-Click devices.

Define how your devices will act

You can define actions and contextual data for D
groups of devices. You do not need to have
physical devices in hand for this step. o)

Create a project

2. Glve the project a name and press next.

Already have devices?

Claim devices into your account using Device ID or
Claim Code.

Claim devices

Use AWS loT 1-Click through our mobile
apps.

You can also configure your devices as you place
them in the field and manage them.

ios Android



CREATE A NEW AWS |OT 1-CLICK PROJECT

Provide project information

Project name (required)

loTSQLTest

Description (optional)

Test of loT Button Function with SQL DB

Cloet “

3. Press Start to define a device template.

ﬁ 0 d o ok %

«) > C @ @ & https://us-west-2.console.aws.amazon.com/ioticlick/nome?region=us-west-2#/create/project - O o n e = i
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CREATE A NEW AWS 0T 1-CLICK PROJECT

Define the templates for this project's placements

Device templates P
A device template specifies the type of device and the Lambda function it triggers.

Define a device template Start |

s

Placement attributes

Each placement will have the following attributes. You can always override the default
values as you place devices.

.

Attribute name Default value

Cancel Back

4. Press All button types on the next screen.



5. Enter the Device template name; in the Action dropdown, choose Select a Lambda function
and choose the function that was just created when you created the application. Press Create
project.

6. On the next screen choose Create your first placement - click Create placements.
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